WO 99/41926 PCT/FI99/00I06 



1 

Routing area update in packet radio network 

BACKGROUND OF THE INVENTION 

The invention relates to transmission of data in a packet radio net- 
work to a mobile station performing a routing area update. By way of a con- 
5 crete example, the invention will be described with reference to the GPRS 
network, but it may be applied also to other mobile communication systems. 

A General Packet Radio Service (GPRS) is a new service in the 
GSM. It is one of the items that are being standardized in GSM (Global Sys- 
tem for Mobile Communication) phase 2+ at the ETSI (European Telecommu- 

10 nication Standard Institute). The GPRS operational environment consists of 
one or more sub-network service areas that are interconnected by a GPRS 
backbone network. A sub-network comprises a number of packet data service 
nodes, which are herein called GPRS support nodes (or agents) and each one 
of which is connected to the GSM mobile network so that it can provide packet 

15 data service for mobile data terminals via several base stations, i.e. cells. An 
intermediate mobile network provides circuit-switched or packet-switched data 
transmission between a support node and the mobile data terminals. Different 
sub-networks, in turn, are connected to an external data network, for example 
to a Public Switched Packet Data Network (PSPDN). The GPRS service can 

20 thus be used for effecting packet data transmission between mobile data ter- 
minals and external data networks, with the GSM network functioning as an 
access network. One of the features of the GPRS service network is that it 
operates almost independently of the GSM network. One of the requirements 
set for the GPRS service is that it must operate together with different types of 

25 external PSPDN networks, such as the Internet and X.25 networks. In other 
words, the GPRS service and the GSM network should be able to serve all 
users, irrespective of the type of data networks that they wish to be connected 
to via the GSM network. This means that the GSM network and GPRS service 
must support and process different network addressing methods and data 

30 packet formats. The data packet processing also comprises routing of packets 
in a packet radio network. In addition, users should be able to roam from their 
home GPRS network to a visited GPRS network. 

Figure 1 illustrates a typical arrangement in a GPRS network. The 
architecture of GPRS networks is not as mature as that of the GSM networks. 
35 All GPRS terms should therefore be understood as being descriptive rather 
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than limiting. A typical mobile station forming a mobile data terminal consists 
of a mobile station MS in a mobile network and of a portable computer PC 
connected to the data interface of the MS. The mobile station may be, for ex- 
ample Nokia 2110, manufactured by Nokia Mobile Phones Ltd., Finland. By 
5 means of a PCMCIA type Nokia Cellular Datacard, manufactured by Nokia 
Mobile Phones Ltd., the mobile station can be connected to any portable per- 
sonal computer PC that has a PCMCIA card slot. The PCMCIA card thus pro- 
vides the PC with an access point that supports the protocol of the telecom- 
munication application used in the PC, such as the CCITT X.25 or Internet 

10 Protocol IP. Alternatively, the mobile station can directly provide an access 
point that supports the protocol used by the PC application. Further, a mobile 
station 3 and a PC 4 can be integrated to form a single unit, within which the 
application is provided with ah access point that supports the protocol used by 
it. An example of such a mobile station with an integrated computer is a Nokia 

15 Communicator 9000, manufactured by Nokia Mobile Phones Ltd., Finland. 

Network elements BSC and MSC are previously known from a typi- 
cal GSM network. The arrangement of Figure 1 comprises a separate Serving 
GPRS Support Node (SGSN). The support node controls certain operations of 
the packet radio service on the network side. The operations include logging 

20 on and off the system by the mobile stations MS, routing area updates by mo- 
bile stations MS, and data packet routing to correct destinations. In the pres- 
ent application, the term 'data' should be understood in the wide sense to refer 
to any information transmitted to/from a terminal in a digital telecommunication 
system. The information can comprise speech encoded into digital form, data 

25 communication between computers, telefax data, short segments of program 
code, etc. Information outside data transmission, such as subscriber data and 
related inquiries, routing area updates etc., is called signalling. The SGSN 
node can be located at a base station BTS, at a base station controller BSC or 
at a mobile switching centre MSC, or it can be separate from all these ele- 

30 ments. The interface between the SGSN node and the base station controller 
BSC is called a GB interface. An area managed by one base station controller 
BSC is called a Base Station Subsystem BSS. 

The intermediate mobile network provides packet-switched data 
transmission between a support node and mobile data terminal equipment. 

35 Different sub-networks, in turn, are connected to an external data network, for 
example to a PSPDN, via a specific Gateway GPRS Support Node GGSN. 
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Packet data transmission between mobile data terminals and external data 
networks is thus accomplished by means of the GPRS service, with the GSM 
network functioning as an access network. Alternatively, the gateway node 
GGSN can be replaced with a router. In the following, the term 'gateway node 
5 ' GGSN' is also to be understood to refer to a structure in which the gateway 
has been replaced with a router. 

In Figure 1 the GPRS network connected to the GSM network com- 
prises a number of serving GPRS support nodes SGSN and one gateway 
GPRS support node GGSN. The different support nodes SGSN and GGSN 

10 are interconnected via an intra-operator backbone network. It is to be under- 
stood that a GPRS network may comprise any number of support nodes 
SGSN and gateway nodes GGSN. 

Each support node SGSN manages a packet data service in the 
area of one or more nodes in a cellular packet radio network. To achieve this, 

15 each support node SGSN is connected to a certain local part of the GSM 
system, typically to a mobile services switching centre, but in some situations 
it may be preferable to connect it directly to a base station subsystem BSS, 
i.e. to a base station controller BSC or a base station BTS. A mobile station 
MS in a cell communicates with a base station BTS over a radio interface and 

20 further through a mobile network with the support node SGSN to the service 
area of which the cell belongs. In principle, the mobile network between the 
support node SGSN and the mobile station MS only transmits packets be- 
tween these two. For this purpose, the mobile network can offer either a cir- 
cuit-switched connection or packet-switched data packet transmission be- 

25 tween a mobile station MS and a serving support node SGSN. An example of 
a circuit-switched connection between a mobile station MS and an agent is 
presented in FI9341 15. An example of packet-switched data transmission 
between a mobile station MS and an agent is presented in FI940314. It should 
be noted, however, that a mobile network provides only a physical connection 

30 between a mobile station MS and a support node SGSN, and that its exact 
operation and structure are not relevant to the invention. 

An intra-operator backbone network 11 interconnecting an opera- 
tor's SGSN and GGSN can be implemented by a local area network, for ex- 
ample. It should be noted that an operator's GPRS network can also be im- 

35 plemented without an intra-operator backbone network, by implementing all 
features in a single computer, for example, but this does not cause any 
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changes in the call set-up principles according to the present invention. 

A gateway GPRS node GGSN connects an operator's GPRS net- 
work to other operators' GPRS networks and to data networks, such as an 
inter-operator backbone network 12 or an IP network. An Interworking Func- 
5 tion IWF can be arranged between the gateway node GGSN and the other 
networks, but usually the GGSN is simultaneously the IWF. The inter-operator 
backbone network 12 is one through which the gateway nodes GGSN of dif- 
ferent operators can communicate with one another. The communication is 
needed to support GPRS roaming between the different GPRS networks. 

10 The gateway node GGSN is also used for storing the location in- 

formation of the GPRS mobile stations. The GGSN also routes mobile-termi- 
nated (MT) data packets. The GGSN also contains a database that associates 
the mobile station's network address in an IP network or an X.25 network (or 
simultaneously in more than one network) with the mobile station identifier in a 

15 GPRS network. When the mobile station roams from one cell to another within 
the area of one support node SGSN, a routing area update is needed only in 
the support node SGSN, and the gateway node GGSN need not be informed 
of the change of routing area. When the mobile station roams from a cell of 
one support node SGSN to a cell of another SGSN within the area of the 

20 same or a different operator, an update is also performed in the (home) gate- 
way node GGSN so as to store the identifier of the new, visited support node 
and the identifier of the mobile station. 

A home location register HLR is also used to authenticate sub- 
scribers at the beginning of a GPRS session. It contains a definition between 

25 a subscriber's PDP (Packet Data Protocol) address (addresses) and the sub- 
scriber's IMSI (International Mobile Subscriber Identity). In a GSM network a 
subscriber is identified on the basis of the IMSI. In Figure 1 the HLR is con- 
nected through an SS7 (Signalling System 7), for example to a mobile switch- 
ing centre MSC and an intra-operator backbone network. Between the SS7 

30 signalling system and the intra-operator backbone network there can be a di- 
rect connection or an SS7 gateway node.- In principle, the HLR can exchange 
packet-switched messages with any GPRS node. The HLR's method of com- 
munication and its connection to the GPRS network are not, however, essen- 
tial to the invention. 

35 When packet data is sent to a mobile station, the data will be 

routed to the correct GSM network via the gateway node GGSN to the support 
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node SGSN in which the location of the mobile station is known. If the mobile 
station is in standby mode, its location is known with the accuracy of a Routing 
Area (RA). Correspondingly, if the mobile station is in ready mode, its location 
is known with the accuracy of a cell. 

5 Figure 2 shows signalling associated with a routing area update. 

Temporally the process is from top downwards. In step 2-0 the mobile station 
MS receives data via the gateway node GGSN and a first support node 
SGSNl Next the mobile station MS moves from the area of the first (e.g. the 
old) support node SGSNi to the area of a second (i.e. a new) support node 

10 SGSN 2 . In step 2-1 it sends to the new support node SGSN 2 a Routing Area 
Update Request. In step 2-2 the new support node SGSN 2 sends to the old 
support node SGSN, an SGSN Context Request message, requesting for a 
mobile subscriber's contact information, i.e. what is known as context data, 
from the SGSNl In step 2-3 the old support node sends data from its memory 

15 via the new support node to the mobile station. This step will be described in 
greater detail in the description of the problem. 

In step 2-4 the SGSN 2 sends the requested PDP context data. In 
step 2-5 the new SGSN 2 sends to the gateway node GGSN as many Update 
PDP Context Request messages as there are active connections to the mo- 

20 bile station concerned. This number is denoted by n. In step 2-6 the GGSN 
replies by sending n acknowledgements. In step 2-7 the new SGSN 2 sends to 
the home location register HLR a routing area update message Update GPRS 
Location. In step 2-8 the home location register HLR cancels the subscriber 
data of the mobile station MS in the old support node SGSNl Step 2-9 in- 

25 volves a corresponding acknowledgement. In step 2-10 the HLR sends the 
subscriber data of the mobile station in a message Insert Subscriber Data. 
Steps 2-1 1 to 2-1 5 are notices of acceptance and acknowledgements to pre- 
viously sent messages. 

The ETSI (European Telecommunications Standards Institute) 

30 GPRS recommendation 09.60 (version 5.0) states that the old support node 
SGSN, is to send data packets associated with a subscriber's PDP context 
after it has sent the context data (message 2-4) to the new support node. Said 
recommendation also states that when the new support node receives data 
packets associated with an unknown PDP context, the new support node is to 

35 send an error message to the old support node. 

A problem in the above prior art arrangement arises when the mes- 
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sage containing the PDP context data of step 2-4 is delayed en route or is not 
sent until the old support node SGSNi already has sent data to the new sup- 
port node SGSN 2 . The data stream 2-3 (divided into partial steps 2-3a, 2-3c 
and 2-3d) in Figure 2 shows such a situation. In step 2-3a the old support 

5 node SGSN 1 receives data addressed to a mobile station MS and in step 2-3c 
it sends data stored in its memory and addressed to the mobile station MS to 
the new support node SGSN 2 , which is to relay the data to the mobile station 
MS (as step 2-3d shows). However, in reality this is not the case since at this 
stage the new support node SGSN 2 has not yet received the context data on 

10 the mobile station. In other words, the SGSN 2 does not know what to do with 
the data packets. 

A parallel problem arises when the tunnelling protocol GTP (GPRS 
Tunneling Protocol) of the new support node relays the message presented in 
step 2-4 and containing subscriber context data to an MM unit (Mobility Man- 

15 agement) of the support node SGSN 2 for further processing. The purpose of 
this operation is for the MM unit to request the GTP to take corresponding 
measures if the subscriber has active PDP contexts, i.e. to provide the re- 
quired tunnels. If data packets immediately follow the message of step 2-4, the 
SGSN 2 does not in this case either identify the PDP context with which the 

20 data packets are associated. 

BRIEF DESCRIPTION OF THE INVENTION 

It is an object of the invention to provide a method and an equip- 
ment for implementing the method to solve the above problems. The objects of 
the invention are achieved by a method and arrangement which are charac- 
25 terized by what is disclosed in the independent claims. The preferred em- 
bodiments of the invention are disclosed in the dependent claims. 

A straightforward solution would be to buffer data packets in a new 
support node, but a support node will find it difficult to buffer data the sub- 
scriber data of whose real owner it is not aware of. Simple data buffering in a 
30 new support node would give rise to the following problems: 

According to a chain of events, a new support node receives data 
packets associated with an unknown PDP context. The new support node dis- 
cards the data packets and sends an error message to the old support node 
(which sent the data packets). The error message results in the PDP context 
35 being deleted from the registers of the old support node. As a consequence, 
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the tunnelling associated with the context is terminated. If the new support 
node resends the context request (message 2-2), the old support node does 
not include in the reply message 2-4 the deleted PDP context, and thus the 
new support node is unaware of the subscriber's active contexts. Alternatively, 
5 the deleted PDP context is included in the reply message, but no tunnelling is 
performed. 

According to another chain of events, the gateway node GGSN 
tunnels mobile-terminating data packets to the old support node. If the old 
support node receives data packets associated with an unknown (recently 

10 deleted) PDP context, it sends an error message to the gateway node. Having 
received the error message, the gateway node deletes the PDP context from 
its registers. If the gateway node is not sending mobile-terminating packets at 
the moment when the routing area between the support nodes is being up- 
dated, the gateway node assumes that the PDP context is active, even though 

15 it has been deleted from the support node. 

The invention is first of all based on detecting a shortcoming in the 
GPRS recommendation 09.60. The invention is also based on supplementing 
the functionality of the support node SGSN as follows. In accordance with the 
invention, a condition is defined, upon the fulfilment of which it is at least 

20 probable that the second (new) support node SGSN 2 has at its disposal the 
context data of the mobile station. When the routing area is being updated, at 
least one support node (SGSN, or SGSN 2 ) delays data transmission until said 
condition is fulfilled. 

The fact that the second support node SGSN 2 is at least likely to 

25 have at its disposal the context data of the mobile station can be ascertained 
in various ways. According to a first embodiment of the invention, when the 
location of a mobile station is updated from the old support node to a new 
support node, and the old support node has sent the context data of the mo- 
bile station to the new support node, the old support node waits for a prede- 

30 termined period of time until its sends to the new support node data packets 
addressed to the mobile station concerned. The predetermined waiting time is 
sufficiently long to make it at least very likely that the context data has had 
time to reach the new support node and that the node has had time to respond 
to them (create required tunnels etc.). 

35 According to an alternative, the waiting time is a fixed, empirical pe- 

riod of time, e.g. in the order of 2 seconds. The waiting time serves to ensure 
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that the new support node has time to resend the request for context data 
(message 2-2) in case the first message disappears en route. Similarly, the 
old support node does not send data packets substantially simultaneously with 
context data, so that data packets cannot overtake context data en route. It is 
5 reasonable to make the waiting time depend on the quality of Service (QoS) 
so that the time is shorter at higher qualities of service, e.g. 0.5 s. 

According to a preferred alternative, the new support node informs 
the old support node of the waiting time, preferably in the same message in 
which it requests context data from the old support node. This is because the 

1 0 new support node knows best how its retransmission timer has been set. The 
most suitable value for the waiting time is slightly longer than the time set for 
the retransmission timer. Alternatively, the new support node could naturally 
reveal the time set for its retransmission timer, whereby the old support node 
would add a small margin to it. 

15 According to another alternative, the predetermined waiting time is 

not fixed, but the old support node waits for an acknowledgement from the 
new support node, i.e. confirmation that the new support node has received 
the context data it requested. Not until having received said acknowledgement 
does the old support node send to the new support node data packets ad- 

20 dressed to the mobile station. In this case the new support node is not likely, 
but is certain to have at its disposal the context data of the mobile station. 

An advantage of the second alternative is e.g. that there is no such 
delay as was presented in the first embodiment, associated with a routing area 
update, since normally the new support node sends an acknowledgement al- 

25 most immediately. However, a marginal drawback is an extra acknowledge- 
ment message and the increased signalling load caused by it. 

A further advantage of the second alternative is that it will solve the 
problem even in case a message sent in step 2-4 and containing context data 
should disappear en route. Even in this case the prior art new support node 

30 SGSN 2 is unable to receive data packets addressed to the subscriber con- 
cerned, since it has no idea what to do with the data packets. According to an 
advantageous alternative of a second embodiment, the SGSNi waits for the 
acknowledgement message for a given maximum period of time and then 
resends the context data. 

35 In accordance with the second embodiment, the second, i.e. new 

support node delays data transmission. The following arrangement takes 
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place in the new support node. When the new support node (and particularly 
its GTP unit) receives data packets not associated with any PDP context, the 
support node does not discard the received data packets, but stores them and 
checks whether a routing area update between support nodes is in progress in 
5 the support node. Should at least one such routing area update be in prog- 
ress, the new support node stores the received and successive data packets 
which are not associated with any PDP context. These packets may be either 
associated with a temporary context or stored in memory, from which they are 
retrieved once the ongoing routing area update has been terminated. 
10 If no routing area update between support nodes is in progress in 

the support node, the support node follows the prior art procedure, i.e. dis- 
cards the data packets and sends an error message to the support node that 
sent the packets. 

BRIEF DESCRIPTION OF THE DRAWINGS 
1 5 The invention will be described in the following in greater detail in 

association with preferred embodiments with reference to the attached draw- 
ings, in which 

Figure 1 shows the architecture of a packet radio network; 

Figure 2 shows signalling associated with routing area maintenance 
20 in accordance with the prior art; 

Figures 3 and 4 shows signalling associated with routing area 
maintenance in accordance with different alternatives of a first embodiment of 
the invention; and 

Figure 5 is a flow diagram of a second embodiment of the invention. 

25 DETAILED DESCRIPTION OF THE INVENTION 

Figure 3 shows signalling associated with routing area maintenance 
in accordance with a first embodiment of the invention. In this case the other 
steps are the same as were described in association with Figure 2, but steps 

2- 3a to 2-3d (data transmission via the old support node SGSNO have been 
30 replaced by steps 3-3a to 3-3d. Step 3-3a corresponds to step 2-3a. In this 

step the SGSNi receives data packets addressed to a mobile station. In step 

3- 3b the SGSN 2 waits for a fixed period of time (which preferably depends on 
the quality of service of the connection). After the waiting time, in step 3-3c, 
the SGSN, sends the data packets in its memory to the SGSN 2 , which relays 

35 them to the mobile station MS in step 3-3d. Thereafter the embodiment shown 
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in Figure 3 comprises steps 2-5 to 2-15, but they will not be shown nor de- 
scribed again. 

Figure 4 shows signalling associated with routing area maintenance 
in accordance with an alternative implementation of the first embodiment of 
5 the invention. In this case, too, the steps, which are not separately described 
(2-0 to 2-2 and 2-5 to 2-15), are the same as in the prior art, Figure 2. Steps 
2-3a to 2-3d (data transmission via the old support node SGSNi) have been 
replaced by steps 4-3a to 4-3d. In step 4-3a the SGSN, receives data packets 
addressed to a mobile station. In step 4-3d the old SGSNi waits for an ac- 

10 knowledgement message sent by the new SGSN 2 in step A-4' and called 
herein SGSN Context Acknowledge. In step 4-3c the old SGSNi sends the 
data packets in its memory to the new the SGSN 2 , which relays them to the 
mobile station MS in step 4-3d. 

Figure 5 is a flow diagram of a second embodiment of the invention. 

15 In step 50 the new support node SGSN 2 (and particularly its GTP unit) re- 
ceives data packets which are not associated with any PDP context. In step 51 
the support node checks whether a routing area update between support 
nodes is in progress. If so, in step 53 the support node associates the packets 
with a temporary context. When it is detected in step 54 that the routing area 

20 update has been terminated, the process proceeds to step 55 in which the 
SGSN 2 sends the packets to the recipient. If it is detected in step 51 that no 
routing area updates between support nodes are in progress, the process 
proceeds to step 52, in which the packets are discarded and an error message 
sent to the sender of the packets. 

25 It is obvious to a person skilled in the art that as technology ad- 

vances, the inventive concept can be implemented in several different ways. 
Thus the invention and its embodiments are not limited to the examples de- 
scribed above, but may vary within the scope of the claims. 



